Abstract. Smartphone users increasingly download and install third-party applications from official application repositories. Attackers may use this centralized application delivery architecture as a security and privacy attack vector. This risk increases since application vetting mechanisms are often not in place and the user is delegated to authorize which functionality and protected resources are accessible by third-party applications. In this paper, we mount a survey to explore the security awareness of smartphone users who download applications from official application repositories (e.g. Google Play, Apple's App Store, etc.). The survey findings suggest a security complacency, as the majority of users trust the app repository, security controls are not enabled or not added, and users disregard security during application selection and installation. As a response to this security complacency, we built a prediction model to indentify users who trust the app repository. Then, the model is assessed, evaluated, and proved to be statistically significant and efficient.
Introduction
Unlike PC software, smartphone applications (or 'apps') adopt centralized distribution architectures and are usually available to users from app repositories or app marketplaces. These app repositories may either be official (i.e. maintained by the smartphone platform, e.g. Apple's App Store, Microsoft's App Hub), or not (e.g. Amazon Appstore for Android). The security models of smartphone platforms provide different options with respect to the permitted sources of applications (Barrera et al., 2011; Mylonas et al., 2011a) . In addition, the strictness of app vetting controls in an app repository 1 ranges from relaxed app submission in community-based app repositories, such as Google play, to strictly controlled repositories that follow the 'walled garden' model, such as Apple's App Store (Barrera et al., 2011; Mylonas et al., 2011a Mylonas et al., , 2011b . Regardless of how strict and centralized the security model of a platform may be, it always leaves some choice to the user. Again, this delegation can be simply authorizing access to some protected resources, or may give user the choice to infer if an application may impair her security and privacy.
Meanwhile, the rate of downloads for smartphone applications from app repositories is on the rise (Baghdassarian and Milanesi, 2010) . This popularity of smartphone applications has drawn the attention of attackers, who try to use the app repository as a security and privacy attack vector. In this context, an increasing number of malicious applications have already been discovered in app repositories (Felt et al., 2011b; Zhou et al., 2012b) . This is one of the reasons that smartphones have also drawn the security literature's attention. The security literature that focuses on smartphone applications has elaborated on malicious application identification (Egele et al., 2011; Enck et al., 2009 Enck et al., ,2010 Enck et al., , 2011 Nauman et al., 2010; Zhou et al., 2012a Zhou et al., , 2012b Zhou and Jiang, 2012) . Automated scanners have been proposed to aid advanced users deduce whether an application requests permissions that can impair the security and\or privacy of users (Enck et al., 2010; Felt et al., 2011a; Hornyack et al., 2011) . Nonetheless, it is unclear whether the burden of making security decisions is reasonable for normal users. Studies have shown that normal users are not able to make such decisions, nor are able to use security controls adequately (Furnell, 2005 (Furnell, , 2007 Furnell et al., 2006; Whitten and Tygar, 1999) .
In this paper, we examine the security awareness of smartphone users who install applications from official app repositories. We conducted a survey with the aim to answer the following main research questions:
Q1: Do smartphone users enable security controls on their devices? Q2: Do users consider security while choosing and downloading applications? Q3: Do smartphone users trust applications from the official app repository? The survey scope includes only users who download applications from the official app repository of the current popular smartphone platforms, i.e. Android, BlackBerry, iOS, Symbian and Windows Phone. Our survey results indicate a clear lack of smartphone users' security awareness. Contrarily to Q1 and Q2, the security unaware users of Q3 cannot be identified with the use of software, e.g. smartphone agents, Mobile Device Management (MDM) (Redman et al., 2011) , etc. For this reason, we propose and evaluate the effectiveness of a prediction model that identifies users who trust applications from the app repository.
The rest of the paper is organized as follows. The next section presents related work. Section 3 provides the reader with the methodology of the survey. In Sections 4 and 5 the findings from the summary of the sample responses and the essential statistical analysis are presented, respectively. In Section 6 the prediction model is described and its effectiveness is evaluated. Finally, Section 7 includes the survey's limitations, whereas Section 8 includes a discussion of the results and conclusions.
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Related work
Even thought smartphones are well studied in security literature, the relevant research work on the security awareness of smartphone users is currently rather limited and mainly focuses on Android. Chia et al. (2012) studied risk signaling concerning the privacy intrusiveness of Android applications in two application repositories, i.e. Android market 2 and AppBrain.com. Their results suggest that the number of dangerous permissions that an application requests is positively correlated with its popularity. Even though users understand the notion of application popularity, the fact that an application is popular does not imply that it respects the users' privacy. Moreover, their results indicate that the current risk signals employed by an app repository (e.g. developer's website, application reputation) become ineffective over time, as users tend to click through them. Our findings also indicate that users tend to ignore the reputation and the reviews of an application, as well as the security and agreement messages received during application installation from app repositories.
Similarly to our user survey, smartphone users were found to ignore security messages during application installation in (Felt et al., 2012; Kelley et al., 2012) . Moreover, they were unable to comprehend the permissions and the risks that are related with them (Felt et al., 2012; Kelley et al., 2012) . As a result, in both studies the Android security messages did not assist most users to make appropriate security decisions. Our results suggest that the majority of respondents ignore every aspect of security and privacy during application selection, as well as the app's reputation, reviews and security and agreement messages. Nonetheless, when expli-citly asked, a minority of users in the survey conducted by Felt et al. (2012) reported that they have cancelled the installation of an application due to its permission requests. In our survey a minority of users was found to delve into security and agreement messages, who tend to be security and technology savvy.
Finally, in the user study conducted in (Kelley et al., 2012) users erroneously believed that applications undergo security analysis during their submission in the Android Market. In our study we also found such misconceptions about application testing in application markets. Moreover, most users were unaware of the existence of the application testing mechanism.
Methodology
To assess the security awareness of smartphone users, a survey was conducted from September-December 2011, in Athens, Greece. This section presents the survey methodology, as well as some details about the tests mounted so as to ensure the validity and statistical significance of the results.
Data collection
The survey responses were collected from random people on the street and from public transportation means (train stations, underground, airports), via structured interviews (Flick, 1998) . A questionnaire (see Appendix A) was used for the structured interviews. The duration of the interview completion was 5-8 minutes, on average. The discussion with the user aimed to ensure the validity of her responses, the comprehension of the questions, and the comprehension of technical terms. Questions 5 and 7 were used to filter out the non-smartphone users and the smartphone users who did not install third-party applications in their devices. We excluded these two user groups because the survey focused on smartphone users who do download applications from app repositories. Questions 2 and 8 were the only free text questions.
Sample demographics and background
Reports on Internet penetration in the EU member states (Communications Committee, 2011) show that Greece had one of the highest increases in fixed Internet connection penetration in 2011. On the other hand, mobile Internet penetration was only 27.1%, considerably lower than the EU average (34.6%). However, in January 2011 3 the subscriptions for access to mobile Internet via cell phones increased by 140%, comparing to the first half of 2010. This indicates that smartphone adoption in Greece is on a significant rise.
The sample's population includes 458 smartphone users, aged (min age =15, max age =52). Among them, 81% were aged [15] [16] [17] [18] [19] [20] [21] [22] [23] [24] [25] [26] [27] [28] [29] [30] (Appendix D contains the sample's age distribution) and 70.1% were male. The 56.3% reported that they were non-security savvy users (Q4). Regarding their IT skills, the sample reported that: (a). 10.3% had moderate IT skills, (b). 41.3% had good IT skills, and (c). 48.5% had excellent IT skills.
Amongst the smartphone users, the 61.6% of the sample were aware of the term jailbreaking and 81.4% were aware of smartphone malware existence. Also, 95.2% were concerned about their privacy, 75.8% stored personal data in their devices, and 35.8% stored business data. Finally, 30.1% of them reported that they had misplaced their device, at least once in the past.
The popularity of smartphone platforms in the sample is depicted in Table 1 . The second column presents the proportion of users in each platform, along with the popularity rank amongst the platforms. The platform popularity that was discovered in the Greek sample is comparable with a recent Gartner report 4 concerning global smartphone popularity. Android, iOS and Symbian were the dominant smartphone platforms in both surveys, while in our sample Windows Phone had more popularity than Blackberry. 
Sample Considerations
To ensure the quality of the statistical analysis, the survey sample must satisfy the simple and randomness, reliability, and representativeness properties. This section summarizes the statistical tests conducted to ensure that these properties are fulfilled by the sample. The collection methodology of the sample was simple and random, as the selection of a smartphone user u i was not dependent on the selection of user u i-1 . We approached random users and asked whether they owned smartphones and whether they wished to participate in a smartphone survey about smartphone app usage. Then, we asked if they knew what an app repository (or app market) is, and if they had installed from it any third-party application. A printed questionnaire was given to the smartphone user only if she had installed at least one application in her device.
Sample reliability deals with the accuracy of measurement in a statistical analysis (Cronbach, 1951) . Reliability analysis ensures that if the same measurement instrument (i.e. the questionnaire) is given to a different sample, then the results of the statistical analysis must be similar. In this context, the survey results may change only if the sample expresses a different opinion and not because of any confusion or misinterpretation. Hence, to ensure the reliability of the sample, we successfully tested it against the Cronbach alpha algorithm (α=0.506).
We tested the representativeness of our sample by performing x 2 goodness-of-fit tests. We tested the null hypothesis, i.e. whether the observed frequencies in our sample differ from the expected ones by assuming equal probability for every question. We rejected the null hypothesis for every response that we collected from our sample, hence the sample is representative for populations with similar ages .
Finally, we also a priori estimated the required sample size (Cohen, 1998) , so as to conduct our statistical analysis test with the x 2 distribution, with power level 95% and significance level 5%. As such, we estimated that the required sample size for the statistical analysis is 145 cases. Details regarding these tests are given in Appendix C.
Results from Descriptive Statistics
This section presents the findings that were obtained by descriptive statistics. The percentages refer to proportions of the sample population or to smartphone platforms users. In the latter, they refer to the proportions of a particular smartphone platform 5 . Contrarily to inferential statistics, descriptive statistics provide response summaries and, as a result, are bound to the Greek sample. Nonetheless, the survey summaries indicate the smartphone users' lack of security awareness. A discussion of the security findings discovered from descriptive statistics is included in the following sections.
User's trust in the app repository
A commonly adopted definition for trust is hardly available in the literature. In this work we adopt the definition of McKnight and Chervany (1996) , where trust is "the extent to which one party is willing to depend on somebody or something in a given situation with a feeling of relative security, even though negative consequences are possible". In the context of smartphone application repositories, the negative consequences occur when the app repository is used as a privacy or security attack vector, i.e. malicious applications are submitted in the repository that impair the security and/or privacy of the users who download them. Some researchers consider that the concept of trust in McKnight's and Chervany's work refers to business trust, only, i.e. the social context of trust that a computer system performed the functions it was supposed to perform, and not on information security, which was not a major concern at that time. Some others believe that this definition is also applicable to information security.
Our results revealed that 76% of the survey participants believed that applications downloaded from the application repository are secure 6 . This is not in line with literature findings on smartphone security and malicious software; namely: 1. Security controls that application repositories often use, such as security analysis of apps (hereinafter 'application testing'), application 'kill switch' (i.e. remote application removal mechanism), etc., are not enabled in all official application repositories (i.e. Google Play, Blackberry App World, OVI store, Apple's App Store and Windows Marketplace) (Mylonas et al., 2011b) . 2. Application testing has been proven inadequate to filter malicious applications by the smartphone security literature (Anderson et al., 2010; Egele et al., 2011; Enck et al., 2009 Enck et al., , 2010 Enck et al., , 2011 Hornyack et al., 2011; McDaniel and Enck, 2010; Nadji et al., 2011; Quirolgico et al., 2011) , as well as by Cohen's analysis on malicious software detection (1989). 3. Application testing fails to satisfy the heterogeneity in each user's privacy requirements (McDaniel and Enck, 2010) , suffers from time restrictions and the increasing rate of application submission in the repository (Anderson et al., 2010; McDaniel and Enck, 2010) , and often requires manual analysis, which exposes the security testers to social engineering attacks (Felt et al., 2011b; Niemela, 2012) . Fig. 1 shows that approximately 3 out of 4 respondents in each smartphone platform do trust the app repository. BlackBerry users topped, in terms of trust in the app repository (90.5%), even though this app repository appears to have the least security controls in place (Mylonas et al., 2011b) . Finally, we note that this feeling of trust can be one of the available enablers for users that do not download apps in their devices (e.g. the users in Kandus, 2011b, 2012) ) to start doing so.
Misconception about application testing
Another interesting finding is that users are unaware of the presence or absence of the mechanism that official app repositories use to test apps against malicious behavior. More specifically, 54.6% of the sample's population was not aware whether any application testing takes place in the app repository. This finding indicates that users regard the app repository as trusted, regardless of the fact that they are not sure whether app testing takes place.
Application testing has gained considerable attention in the smartphone security literature. Application testing may be performed by using the resources of the application repository, e.g. as in (Quirolgico et al., 2011; Gilbert et al., 2011; Zhou et al., 2012a Zhou et al., , 2012b , or be crowdsourced as in (Amini et al., 2012) . In addition, application testing can be amended with a submission policy that aims to deter submission of malicious applications, by imposing momentary penalties to mischievous users (Mylonas et al., 2011b) .
In practice, application testing does not take place during application submission in the Google Play 7 and in the BlackBerry App World (Mylonas et al., 2011b) . This means that these two app repositories may be used more easily as an attack vector, in order to deliver malware to smartphone users. In the analysis presented in Fig. 2 , the misconception of smartphone users with regards to application testing in the repository is augmented, since (a) some users (7-10%) faulty reported that application testing does not take place in the iOS, Symbian and Windows Phone platform, and (b) relatively more users (34-38%) faulty reported that application testing does take place in the Android and BlackBerry platform. From these two misconceptions, the latter is the most security critical, as users appear to consider that applications have been security tested. As the distribution model of smartphone applications is centralized, this may pose an opportunity for malware mitigation. If the application repository employs an app testing mechanism, this mechanism can prevent malware spreading via its distribution mechanism. Nonetheless, the existing app testing mechanisms suffer from false negatives and false positives. In any case, even though their effectiveness is debatable, these mechanisms do add a level of defense against the malware threat; especially from the threat of non-sophisticated attackers (Mylonas et al., 2011a) .
7 Our survey took place before Bouncer, i.e., Google Play's app testing mechanism, was enabled in Google Play. 
Security and Agreement Messages
Users tend to ignore repetitive warnings (Egelman et al., 2008; Motiee et al., 2010; Sunshine et al., 2009 ), especially when a warning appears while the user attempts to fulfill a task (Motiee et al., 2010) . Moreover, users tend to pay less attention to consequent warnings, especially when these warnings resemble an End-User License Agreement (EULA) (Böhme and Köp-sell, 2010) . The security models of smartphones prompt users with security messages when an application requests access to a protected resource during its installation, i.e. installation permission, or request for runtime access to a resource, etc. They also prompt users with agreement messages (e.g. licensing messages, term and conditions, etc.), concerning the privacy of their data. The security models are heterogeneous, ranging from open and community-based models to strictly controlled ones that follow the walled garden model (Barrera et al., 2011; Mylonas et al. 2011a Mylonas et al. , 2011b . The former delegate a user to make all authorization decisions for app access requests (e.g. as in Android). According to the latter, every application undergoes security analysis during submission and the user makes only a few authorization decisions (e.g. as in Apple's iOS). In both cases the security models assume that the user will scrutinize these messages, so as to make informed decisions. Otherwise, a user may be exposed to security and privacy attacks generated even by non-sophisticated attackers (Mylonas et al., 2011b) . Fig. 3 depicts the sample's responses with regard to attention paid by the respondents to security and agreement messages. Users were found to focus more on security messages rather than agreement messages. More specifically, the percentage of users who always scrutinize security messages is 38.6%, while only 10% thoroughly examine the agreement messages. Moreover, Fig. 3 suggests a clear asymmetry between the discovered attitude towards security messages and the security model expectations about user attitude towards them. This asymmetry becomes a serious vulnerability when the examination of security messages is a cornerstone in the security model. For instance, in a community-based security model, e.g. as in Android, which authorizes users to grant application access to protected resources, ignorance of security messages leaves users exposed to malware. In this context, Fig. 4 shows the user attitude towards security messages in each smartphone platform, where the majority of users only occasionally inspect security messages and the minority of them never inspect security messages. Also, Fig. 5 shows that the majority of users in each platform ignore agreement messages. This is orthogonal with the users view towards privacy, where the majority of users (95.2%) reported concern of their privacy. 
Pirated applications
Pirated smartphone applications are a common malware spreading vector (Zhou et al., 2012a; Zhou and Jiang, 2012) . Attackers often lure naive (smartphone) users into downloading malware that are masquerading as popular\attractive applications. These applications may enter unobstructed in application repositories that do not operate application testing. Even in application repositories adopting the walled garden model (Barrera and Van Oorschot, 2011) , which adds a layer of protection against this threat, users often modify (crack) the security model of the device (e.g. in iPhone jailbreaking), so as to install free versions of application (cracked) that do not reside in the official app repository. This security model modification circumvents the security mechanisms and may expose the user to malware. The 60.7% of the Greek sample reported preference to pirated applications from original ones. This percentage is in accordance with a survey about PC software piracy that was performed in (BSA, 2012) , revealing a considerable piracy rate in Greece (61% while only 33% on average in the EU). As depicted in Fig. 6 , preference to pirated applications in Android and Symbian were on average the greatest. Android and Symbian are the two of the three platforms where the security model allows apps to be installed from sources other than the official repository (Mylonas et al., 2011a) . BlackBerry is the third platform allowing this flexibility, but as in iOS and Windows Phone that both follow the walled garden model, about half of its users reported preference in pirated applications. As a result, there is a significant likelihood that users get infected by a trojanized pirated application. 
Adoption of security controls
Sample analysis findings suggest a poor adoption of security controls. This holds for physical controls (i.e. encryption, device password lock, remote data wipe, remote device locator), which pre-exist in most smartphones (hereinafter for brevity reasons we refer to this group of physical controls as 'pre-installed' controls), and for third-party security software that had to be installed by the user (question 17), e.g. antivirus, anti-theft software, etc.
As far as third-party security software is concerned, 24.5% of the survey participants used smartphone security software (referred hereto as smartphone secsoft). On the contrary, 85.8% of the sample uses secsoft in their personal computer (PC). This is a clear indication of the asymmetry, with respect to security awareness of the available threats and security controls in the two platforms. This indication is augmented as: (a) 60% of the sample population reported that they have not searched the app repository for smartphone secsoft that is provided without cost, and (b) 27% were not aware that smartphone secsoft exists. One should note, however, that the heterogeneity of the smartphone security models often imposes restrictions on the availability of third-party security software. For instance, the inability to place hooks in the OS due to sandbox restrictions limits the antivirus availability or the security features that it can offer in smartphones. As a result, users often 'root' their devices, so as to install such security software. This often breaks the security offered by the platform and may also void their warranty.
Moreover, 34.3% of the respondents believed that smartphone secsoft is not essential. This attitude may stem from technological parameters, e.g. battery consumption, overall device performance (i.e. delays), and/or cognitive limitations (i.e. unawareness of existing threats and available controls), and/or psychological parameters, i.e. the trust in the application market itself. Nonetheless, smartphone secsoft poses an additional line of defence against malware threat, in particular against the threat of non-sophisticated attackers (Mylonas et al., 2011a) . Fig. 7 presents the per-platform responses to the above mentioned questions. On average, Android users were more often found to enable smartphone secsoft, especially antivirus software. This may be due to the DroidDream incident that took place in February 2011, where 50 malicious applications were detected in the Google Play (Lookout, 2012) . In addition, only 18.4% Symbian participants used secsoft, even though the majority of them consider them essential. This poor adoption is alerting given that several malware variants target Symbian (Coursen, 2007) . On the other hand, the notably poor adoption of secsoft that was found in iOS may be due to (a) the restrictions imposed by Apple's sandbox (i.e. users are not allowed to install third-party antivirus software in their device), or (b) the fact that iOS applications undergo security analysis during their submission. However, iOS users can opt for third-party anti-theft software (e.g. remote data wipe, remote device locator, etc.), which offer more functionality than the pre-installed software offered by Apple. Users reported low percentages in searching for free smartphone secsoft, except in Android, where the percentage is 50.6%. Finally, on average, only 66.5% of the users in every platform considered smartphone secsoft essential.
Fig. 7. Third-party SecSoft adoption in smartphone platforms
As far as the pre-installed security controls are concerned, the survey demonstrates a poor adoption. Device password lock (64.4%) was, on average, the most adopted control, while the rest had the following adoption: encryption (22.7%), remote data wipe (15.1%), and remote device locator (23.1%). Another finding was that 27.9% of the survey respondents did not use any of them. This finding, as well as the poor adoption of these controls, suggests a serious risk of unauthorized access, due to the device's portability and small size. Also, the percentage of users who do not use these controls is significantly larger than the percentage of the participants who do not use secsoft in their devices (PC and smartphone, 7.2%). Fig. 8 illustrates the adoption of the above controls in each smartphone platform. We note that (a) remote data wipe and remote device locator had the greatest adoption in iOS users, and (b) a misconception about encryption exist in iOS users. For the latter, when a user password protects her iPhone, she also enables encryption with a key derived from the provided PIN. In the survey, 72.6% of the iOS users who enabled password lock believed that they had encryption disabled. Survey findings indicate that smartphone users disregard security issues when it comes to application selection from the official app repository. A smartphone user who is concerned about her security and privacy is expected to spend time on the application's reviews, its reputation, and its functionality, in particular in permission-based security models (e.g. Android's, Windows phone) where access to sensitive functionality is user-granted. The survey revealed that only 10.5% of the respondents delve into reviews and only 8.7% consider reputation. More than the half of the sample population (58.5%) identified usefulness as an application selection criterion. Usability, efficiency, and cost had a lesser proportion of respondents. Finally, the application source (developer), as well as security or privacy issues (e.g. drop the installation of an app because a combination of requested permissions may impair privacy), were identified by a low proportion of respondents (3.7% and 3.5%, respectively) ( Table 2) . 
Results based on inferential statistics
To further investigate the security awareness of smartphone users, we checked the correlation between the responses in the questionnaire. For doing so, we drafted the contingency tables of every pair in the categorical variables in the questionnaire (appendix A lists the variables and their notations). Then, for each pair of categorical variables a and b, we examined whether an association between them exists, by computing the appropriate x 2 distribution test of independence. More specifically, for each variable pair a, b we tested the null hypothesis (significance level a=0.05), i.e. H 0 : variables a and b are independent and H 1 : variables a and b are not independent.
In the cases where: (a) the expected cell frequency for each cell in the contingency table was ≥5, and (b) a statistically significant relationship (p<0.05) between the variables was discovered, we further investigated the association by computing the φ coefficient. This section discusses the analysis' findings. We group the findings into: (a) user beliefs and perceptions, (b) user practices, and (c) app selection criteria.
Associations of user beliefs and perceptions
In the sequel we will describe the findings from inferential statistics, with respect to: (a) user trust in the app repository, (b) users regard of smartphone secsoft being essential, (c) privacy concern and preference to pirated applications, (d) awareness of the smartphone secsoft existence, and (e) awareness of application testing in the app repository.
5.1.1
User trust in the app repository Table 3 depicts the associations between trust in the app repository and the rest of the responses in the questionnaire. The findings suggest that users who trust the app repository are more likely to: (a) be non-security savvy, and (b) have either good or moderate IT skills. Moreover, users that are unaware of smartphone malware are more likely to trust the app repository. This is alerting because the app repository may be more easily used as a malware distribution point, as users tend to be unaware of the threat and incapable of discovering it themselves. Survey findings indicate that smartphone secsoft is more likely not to be in place, as users tend to be unaware of it. In this context, as these users were also found more likely to store personal data, the risk of unauthorized data access via malware, which is spread in the app repository increases, especially in app repositories lacking app testing. Also, users who trust the app repository are less likely to scrutinize security messages. They were found more likely to occasionally inspect them. This is a serious vulnerability of smartphone security models, as they delegate users to permit access to protected resources via these messages. Also, BlackBerry users are more likely to trust the BlackBerry App World, even though several available security controls for app repositories are not enabled in it (Mylonas, 2011b) . Our findings suggest that users who do not trust the app repository are more likely users with excellent IT skills and security savvy. Also, they tend to be aware of smartphone malware, as well as smartphone secsoft. Finally, the users who do not use security software on any device (i.e. smartphone, PC) tend not to trust the application repository.
Users who consider smartphone secsoft essential
Survey results (Table 4) indicate that those who consider smartphone secsoft essential are more likely to use security software in their PC. Nonetheless, the results do not suggest likewise for the adoption of smartphone secsoft, an attitude also found in (Androulidakis and Kandus, 2011b) . Participants who use smartphone secsoft tend to regard them as essential and users who consider smartphone secsoft essential are less likely to respond that they do not use security software in any of their devices. The results revealed a positive correlation with awareness of smartphone malware and search for free smartphone security software in the app repo-13 sitory. Also, the users are more likely to be security savvy and concerned about their privacy. Nonetheless, the results also indicate that the users who do not regard secsoft as essential are more likely not to consider security issues during application selection. Thus, they are exposed to malicious applications, especially when app testing does not take place in the repository. As far as the pre-installed security controls are concerned, a positive correlation was found between users who regard secsoft essential and the use of device password lock and remote device locator. On the other hand, a statistically significant positive correlation with encryption and remote data wipe was not found. As a result, unless a third-party secsoft is installed, these users are exposed to unauthorized access to their data (e.g. theft, data leakage, etc.).
5.1.3
Privacy concern and preference to pirated applications Table 5 illustrates that privacy-concerned smartphone users are more likely to regard smartphone security software as essential. These users are more likely to respond that they occasionally inspect agreement messages and less likely to ignore them. The results indicate that users who prefer pirated smartphone applications tend to ignore agreement messages. In specific, we found a negative correlation with the respondents who scrutinize agreement messages and a positive correlation with the ones who occasionally inspect them (Table 6 ). 
Smartphone security software existence
Survey findings suggest that users with moderate IT skills are less likely to be aware of the existence of smartphone secsoft. Also, users who are unaware of smartphone secsoft are more likely to trust the app repository and tend to be unaware of smartphone malware. Therefore, the risk of malware is considerable and, in the case that these users download a malicious application from the app repository, they will be unable to find that they are infected. The results revealed that participants who use security software tend to be aware of their existence. Moreover, the results suggest that Android users were more likely to be aware of the existence of smartphone secsoft. This may be due to the fact that a lot of smartphone malware target the Android platform (Felt et al., 2011b; Zhou et al., 2012b, Zhou and Jiang, 2012) . The users who are aware of smartphone secsoft existence are more likely to have the device password protected. Also, they are more likely aware of smartphone malware and less likely unaware whether application testing takes place in the app repository. Finally, the results suggest that users who are unaware of the existence of smartphone secsoft are more likely to have the remote device locator disabled. Thus, in the case of temporal misplace or permanent device loss the device can hardly be recovered. A summary of the findings appears in Table 7 . Table 7 . Associations of secsoft existence
Application testing
Survey findings (see Table 8 ) show that users who do not know if application testing takes place in the app repository are less likely users with excellent IT skills. Also, the users who respond that application testing takes place in the app repository are more likely to be users with excellent IT skills. Nonetheless, 42.3% of the Android users and 43.5% of the Blackberry users who were technically savvy responded, somewhat erroneously, that apps undergo security analysis during their submission in the app repository. Our findings suggest that users with good IT skills are more likely to respond that they do not know whether application testing takes place in the app repository. Nonetheless, users with good IT skills tend to trust the app repository, albeit they are not aware if application testing takes place in it. Moreover, users who do not use smartphone secsoft and are unaware of smartphone malware tend to be uncertain if app testing takes place in the app repository. This suggests that these users ignore endpoint security, even though they are uncertain if apps have been security analyzed in their submission. They are also ignorant about the malware threat.
The results revealed that users who are uncertain if application testing takes place in the app repository are less likely to scrutinize security messages. This suggests that ignorance of security messages is not a result of the trust in the efficiency of the app testing mechanism.
Finally, a negative correlation between iOS users and the users who respond that they do not know whether application testing occurs in the Apple's App Store was found, which was expected due to the walled garden approach employed by Apple. Nonetheless, a positive correlation with the users who answer that app testing happens in the Apple's App Store was not found. 
Variable
Associations for user practices
In the sequel we refer to the results of the inferential tests, with respect to: (a) user adoption of smartphone secsoft, (b) lack of adoption of secsoft in any user device, (c) adoption of pre-installed security controls, (d) storage of personal and business data, and (e) examination of security/agreement messages.
Use of secsoft in smartphone
The survey findings suggest that the smartphone users who use smartphone security software in their smartphone were also aware of their existence, considered them essential, have searched for free secsoft in the repository, and were aware of smartphone malware (see Table  9 ). Moreover, these users tend to respond that application testing takes place in the app repository. This suggests that users opt for both centralized security and endpoint security. Our findings indicate that smartphone users are more likely to have encryption, device password lock, and the remote locator mechanism disabled when they do not use smartphone secsoft. This poor adoption of available security controls leaves users exposed to several smartphone threats, such as the ones listed in (Theoharidou et al., 2012) . The risk of malware threat is severe, as these users were found unaware about smartphone malware. In addition, these users were more likely to be unaware if application testing takes place in the app repository. Therefore, this poor adoption of security controls seems not to stem from users' trust in the application testing effectiveness, but from users' unfamiliarity with the available smartphone threats. Finally, the survey results indicate that users who use smartphone secsoft are more likely Android users and less likely iPhone users. Also, Android users were more likely to have searched the app repository for free secsoft (x 2 =12.708, df=1, p≤0.001, φ=0.171). The former is true because, currently, more smartphone malware target Android (Felt et al., 2011b; Zhou et al., 2012b, Zhou and Jiang, 2012) . For iOS users, the lack of adoption of smartphone secsoft may steam from Apple's walled garden approach.
No adoption of security software
The results that appear in Table 10 indicate that users who do not use security software on any device (i.e. either PC or smartphone) tend to believe that smartphone security software is not essential (and also tend not to use them). Also, these users are more likely not to trust the app repository. Nonetheless, any correlation with the rest users' security practices, especially regarding the adoption of pre-installed security controls and attitude towards security messages, was not found. Thus, a safe deduction about their level of awareness cannot be performed. 
Associations of pre-installed controls
Tables 11-14 summarize the statistically significant correlations of the answers regarding the 'pre-installed' security controls (i.e. encryption, device password lock, remote data wipe, remote device locator) with the rest of the answers in the questionnaire. The results suggest that the technical skills of the respondents tend to affect the adoption of security controls. In specific, users were found to enable encryption, remote data wipe, and remote device locator when they tend to be technically savvy. A similar correlation was not found in the adoption of device password lock. Our results indicate that users who do not password-protect their devices are more likely to be non-security savvy. This is a correlation which was not found in the other security controls. Also, the results revealed that participants are more likely to disable together the security controls: encryption, remote data wipe, and remote device locator. In this case, the risk of unauthorized physical access is severe (e.g. theft, data leakage, etc.). Users having good IT skills tend not to encrypt their data. The respondents who encrypt their data are more likely aware of smartphone malware and use device password lock. The results suggest that these users are more likely to have searched the app repository for free smartphone secsoft. Moreover, the survey results indicate that participants who do not encrypt their data are more likely not to use smartphone secsoft, be unaware about smartphone malware, as well as not search for free smartphone secsoft in the app repository. Thus, the risk of 17 a remote unauthorized access attack is serious. Also, users who either occasionally inspect security messages, or ignore them at all, are more likely to disable encryption. Thus, they are exposing their data to remote unauthorized access. In contrast, users who always inspect security messages are more likely to encryption their data. The survey results suggest that users who tend to disable device password lock are less likely to use smartphone secsoft and tend to disable remote data wipe, remote locator as well as encryption. Thus, they are exposed to physical unauthorized access attacks without any relevant control in place. The users who password-protect their device are more likely to be aware about the existence of smartphone malware and smartphone secsoft and consider the latter as essential. Nonetheless, our results do not indicate that they also tend to use smartphone secsoft. Also, users who do not password lock their devices are more likely not to use smartphone secsoft and not have searched for free secsoft in the app repository. In this case, the device and its data are exposed to unauthorized access attacks. Survey results show that users with good IT skills tend not to enable remote date wipe. Users who do not enable remote data wipe are less likely to enable device password lock and remote device locator. In this case, the protection against unauthorized access attacks depends on the strength of device password lock mechanism. In smartphones this mechanism may suffer, apart from the traditional attacks against device passwords (e.g. guessing, shoulder-surfing, etc.), from smudge attacks when graphical passwords are used (Aviv et al., 2010) . Participants with good IT skills are less likely to enable remote locator in their devices. Users who enable remote locator tend to be aware of the existence of smartphone malware and security software. Nonetheless, our results do not suggest that they tend to use smartphone secsoft in their device, even though they tend to consider them essential. On the contrary, our results revealed that participant are more likely not to adopt both remote device locator and smartphone secsoft. As far as the pre-installed security controls are concerned, users who enable the remote device locator control are more likely to have the device password control enabled, as well as the remote data wipe. As a result, again the protection against unauthorized access relies on the strength of the device lock mechanism. 
Storage of personal and business data
The associations of users who store personal data in their device are summarized in Table 15 . A significant association with the controls that thwart unauthorized access to data was not found. This may result in the unauthorized exposure of sensitive data when these controls are not enabled, as it was also found in (Androulidakis and Kandus, 2011a) . This was also true with the users who have misplaced their device. Survey results suggest that users who store business data in their devices are most likely to also store personal data. This indicates that the same device is used for personal and business purposes, and, as a result, the impact of unauthorized access to the data is greater. The results also reveal that users who store personal data are more likely to: (a) trust the app repository, and (b) occasionally inspect security messages. This is a notable finding, as the likelihood that a user installs from the app repository a privacy breaching application that gains unauthorized access to her data is serious. Finally, users who are unaware of smartphone malware are more likely to store personal data on their device, being exposed to unauthorized access to their data. Such an attitude was also found in (Androulidakis and Kandus, 2011a) , where users that stored personal data did not follow security practices, e.g. backups.
Security and agreement messages
Our findings reveal that users who always check an app's security messages are more likely to have excellent IT skills. On the other hand, users with moderate IT skills are more likely to respond that they sometimes inspect security messages. This is alerting, as users who are not technically savvy are not able to make the appropriate security decisions, which is not in accordance with the expectations of permission-based smartphone security models and, thus, shows a serious vulnerability. Also, users who occasionally check security messages are more likely to be non-security savvy users, while those who scrutinize them are tend to be security savvy. This suggests, in contrast to what permission driven security models (e.g. Android) assume, that users who are non-security savvy cannot make appropriate security decisions. Users who scrutinize security messages tend to be aware of smartphone malware and smartphone secsoft. The analysis of the correlation between agreement messages and security messages revealed that: (a) users who always check security messages are less likely to respond that they ignore agreement messages, (b) users that scrutinize agreement messages are less likely to respond that ignore security messages, (c) users who scrutinize agreement messages are more likely to always scrutinize security messages too. Our findings also revealed that users who never check security messages are more likely to never check agreement messages too. This suggests that some smartphone users totally disregard any prompt from applications. Thus, different methods to communicate security authorization are needed, such as visual notifications (Howell and Schechter, 2010) , especially in the case of permission driven security models. Also, it should be noted that this user behaviour, where users click through security messages, is known to exist in other platforms, e.g. Windows User Account Control Dialogs (Motiee et al., 2010) , in browser messages that warn about invalid SSL certificates and phishing scams (Egelman et al., 2008; Sunshine et al., 2009) . In this context, it is surprising that some smartphone security models delegate users to make all authorization decisions for app access requests. Moreover, our results indicate that users who ignore security messages tend to be unaware whether apps undergo security analysis during their submission. The survey demonstrates that this security complacency does not stem from user trust in the efficiency of the app testing mechanism used by the app repository. These findings are depicted in Table 16 . 
Application selection criteria
Survey results suggest that users who inspect an app's reputation during application selection are more likely to be security savvy users. On the other hand, users who are non-security savvy are more likely not to examine the reputation of an app during application selection. Our findings indicate that users who select usefulness as an app selection criterion are more likely to ignore the app's review. Security-wise, this is important as in app repositories where the security model is community driven, e.g. in Android, the reviews often give indications whether an app is malicious or not. In the same context, users are more likely to ignore the app's reputation. Reputation is important in any commodity market, even thought the literature has identified shortcomings of reputation systems (Mármol and Pérez, 2009 ). In the context of app repositories, an application with good reputation does not necessary respect the user's privacy, but reputation often poses an additional line of defence against malevolent users. An app's reputation may be low because several users have found it to be malicious or permission-hungry, i.e. requesting more permissions than those that are expected from its functionality, suspiciously draining resources (e.g. CPU, battery). Finally, the users who consider security or privacy issues during application selection are more likely to be security savvy users and regard smartphone security software essential. The above are depicted in Table  17 . 
Trust Repository Prediction Model
The survey findings revealed strong indications regarding the lack of security awareness in smartphone users. The users' belief that applications deriving from the official repository are secure is a serious vulnerability. The trust in the application repository is more likely to (a) be encountered in users who are not technology and security savvy, and (b) increase the users' security complacency, as they are more likely not to scrutinize security messages and not use secsoft software. Moreover, this trust is not always justified by the availability of security controls in the app repository (e.g. app testing) or their effectiveness regarding the mitigation of malware. As a result, this security complacency of users regarding trust in the app repository may be exploited by attackers using the repository as a malware infection vector. The users with this security complacency cannot be identified via software solutions (e.g. software agents, MDM, etc.). Therefore, we provide a prediction model that can be used by an organization to identify them and subsequently engage them in a relevant security training so as to raise their awareness (Thomson and von Solms, 1998) . To build the prediction model we computed the logistic regression model for the categorical variable TrustRep, denoting user trust in the app repository. In order to select the independent coefficients (x i ) of the prediction model we applied stepwise Forward Wald (Harrell et al., 1984) . For readability reasons the details about the estimation of the logistic regression model are given in Appendix E. The prediction model is described by Equation 1. Table 18 presents details of the model's selected predictors, i.e. the predictor's condition, factor (b i ) and significance level (p). The model assigns to the binary variable TrustRep the value True, i.e. predicts that the given user trusts the app repository, when the probability exp(z)/(1+exp(z))≥0.5. z = 1.351*x 1 +1.092*x 2 -1.688 *x 3 +1.523*x 4 +1.314*x 5 -0.475*x 6 -0.741*x 7 (1)
We statistically assessed the prediction model, so as to ensure its significance by performing the following tests regarding the model's: (a) statistical significance, (b) goodness-of-fit (i.e. whether the model adequately describes the data), and (c) the minimum sample size requirement for logistic regression. Our model was successfully tested against the above mentioned tests. For readability and space reasons the details of the model's statistical assessment is given in Appendix E. 
Model Evaluation
The experimental results regarding the effectiveness of our prediction model, in terms of the correct percentage of its predictions in the Greek sample, are depicted in Table 19 . The model is prone to Type I errors (false positives), performing 25.5% correct predictions. On the contrary, Type II errors (false negative) are negligible, as the model correctly predicted 96% of the users who trust the app repository. We argue that a significant Type I error coupled with a negligible Type II error is a good security tradeoff, as far as smartphone awareness is concerned. This is so, as the Type I error would incur nuisance to users who do not trust the app repository. For instance, in an organization these users may be asked to undergo relevant security training in order to raise their awareness. On the other hand, Type II errors may lead to security incidents. The prediction model was also tested against a sample different from the one that was used to estimate the prediction model. This would give an indication on whether our model, which was built via inferential statistics, suffered by the demographics of the Greek sample. In this context, the prediction model was tested against a sample (n=102, min age =19, max age =59) comprising of smartphone users living in the United Kingdom ('UK sample'). The data collection methodology of this sample was the same as that of the Greek sample. Concerning the demographics of the UK sample, ~30% were security savvy users, 72.5% were male, 80.4% of the population was aged [19] [20] [21] [22] [23] [24] [25] [26] [27] [28] [29] [30] and 68.6% stored personal data on their device. Regarding their technical skills ~28.% of the respondents were technically savvy and ~16% were nontechnically savvy. Most of the respondents (78.4%) trusted the app repository; ~41% preferred pirated apps and only ~6% reported security or privacy issues as an app selection criterion. Finally, only 45% and 21.6% of the users scrutinized security and agreement messages, respectively. Examining the adoption of security controls revealed that: (a) 18.6% used smartphone secsoft, (b) ~6% did not use any software secsoft in any device, (c) ~61% password protected and 18.6% encrypted their device, and (d) 10.8% used remote wipe and 14.7% remote locator. Table 20 depicts the performance (i.e. percentage of correct predictions) of our model in the UK sample. It turns out that the accuracy of the model with the UK sample is similar to the accuracy with the Greek one. Again, the model is more prone to Type I error, having a slight increase in the correct percentage of true negatives. Regarding true positives, the model had a 5% decrease in the percentage of correct predictions and 0.6% of the overall correct predictions percentage. This indicates that the statistically inferred prediction model is correct and not dependent on the demographics of the Greek sample. Due to the small size of the UK sample, further deductions or comparisons would be unsafe. 
Limitations
One limitation of our study is that findings may be affected by the sample's demographics. It might be the case that significant differences exist in the security awareness of smartphone users between different demographics (e.g. different country and/or continent). Also, our results may be biased towards the male population, since the majority of the participants were male. However, in the sample we found only a few statistical significant differences in the responses between male and female respondents. Also, the majority of the participants were aged [15] [16] [17] [18] [19] [20] [21] [22] [23] [24] [25] [26] [27] [28] [29] [30] , which also introduces a kind of bias to our analysis. Nonetheless, as users in these ages tend to be the early adopters of technology, we consider that our analysis gives considerable insight about smartphone security awareness in general. This is also validated by the common security findings from our research and the existing relevant literature, which are comparable and suggest a clear security unawareness of smartphone users. Our data collection relies on self-reported statistics, e.g. we asked users to classify their IT expertise and whether they had an information security background (at minimum comprehension of the security notions of threat, risk, safeguards, attacks) -deriving either from academic sources (e.g. undergraduate/postgraduate information security courses) or industrial sources (e.g. certifications on information security). Although we decided to avoid a direct validation of these responses (e.g. with a background quiz or by inspecting the user's device), to keep the length of the instrument short and avoid the user's fatigue, our discussion with the user ensured the: (a) validity of her responses, (b) comprehension of the questions, and (c) comprehension of technical terms. Furthermore, during the discussion the researchers were cautious not to reveal directly that the final purpose of the survey was to measure the level of security and privacy awareness, as we expected that this would inflate their responses, e.g. as in (Androulidakis and Kandus, 2012) . This was in fact the reason why in the beginning of the survey we claimed to do a survey about a smartphone app usage and not about smartphone security. Nonetheless, the findings showed that we successfully avoided such misleading behaviors, since the majority of the answers we collected are alerting in terms of the user's security awareness. Finally, we used Q5, Q7 and Q17-18 as control questions, in order to ensure that the researcher did not accidentally overlook any ambiguous responses from outliers during the interview. In the case that the control questions identified outliers during the sample's analysis, the relevant data were excluded from the analysis (leaving us with 458 cases).
Another limitation of the survey is that it is cross-platform (i.e. focuses on five different popular smartphone platforms), thus it may suffer by the heterogeneity of security software controls that are available in each platform. In this context, a security control may be provided by the platform as a service e.g. (remote wipe in iOS is provided with iCloud), whereas it may require the installation of a third-party application from the app repository in another platform (e.g. in Android). Moreover, a security control may not be supported, due to restrictions of the platform's security model, e.g. antivirus in iOS. Also, the same security control may be implemented differently in these platforms and, thus, the provided security, as well as the available attacks against it may differ significantly. For instance, Android offers device locking using graphical passwords, which -apart from the traditional attacks against passwords (e.g. guessing, shoulder-surfing, etc.) -may suffer from smudge attacks (Aviv et al., 2010) . Furthermore, software exists in some platforms, which protects access -e.g. via encryption, password, etc. -to selected assets, such as corporate documents or multimedia files. This software may be available either as a standalone app in the app repository, or as part of a Mobile Device Management (MDM) solution. Nonetheless, our survey did not focus on the above mentioned details regarding security controls. It examined whether users adopt these security controls, without focusing on the implementation details or the software origin (i.e. thirdparty or offered by the platform), finding that the majority of participants do not use them.
Discussion and conclusions
The smartphone platforms' security models delegate users to make security decisions while downloading apps from official app repositories. This delegation is heterogeneous, ranging from simply authorizing access to some protected resources, to authorizing the user to deduce whether an app may impair her security and privacy. The survey findings (see Table 21 ) are not in-line with the expectation of smartphones' security models for a reasonable security aware user. In contrast, they suggest that users are not adequately prepared to make appropriate security decisions. The findings of the survey analysis show that the majority of smartphone users believe that downloading applications from the app repository is risk-free. It is unclear why this security complacency exists, as the majority of smartphone users who trust the app repository were unaware whether application testing mechanism is enabled in it. Two factors may be decisive in misleading users. First, the fact that an app is distributed from an official app repository may mislead the users into believing that the app is secure or that security controls exist in the app repository. Second, smartphone users may not be able to realize that their device is not just a telephone. Users who use mobile telephony -and in particular those using fixed telephony -have been accustomed to use voice services in a context with limited threats. In contrast to feature phones and fixed landline devices, smartphones combine the capabilities of a feature phone and a handheld computer and, as a result, it is exposed to the union of threat targeting both devices (Theoharidou et al., 2012) .
On the contrary with what popular permission-driven smartphone security models (e.g. Android, Symbian, Windows Phone, etc.) may expect, our findings suggest that users tend to ignore security messages that are prompted to them. Also, some users were found to be more likely to ignore all messages that an application displays. This is a vulnerability that violates the trust model of smartphone security models. This is since these models assume that smartphone users will thoroughly inspect these messages in order to make correct decisions that affect their privacy and security. It should be noted that this user behaviour, where users click through security messages, is known to exist in other platforms, e.g. Windows UAC (Motiee et al., 2010) , browser messages that warn about invalid SSL certificates and phishing scams (Egelman et al., 2008; Sunshine et al., 2009) . Moreover, users are trained to click through interruptive messages, which appear while they are completing a task (Motiee et al., 2010) , as well as tend to ignore consequent warnings, especially the ones which resemble EULAs. This may partially explain why users did not scrutinize security messages that smartphones prompt them. The importance of this vulnerability is increased due to permission overdeclaration of smartphone applications, i.e. developers tend to request access to more permissions than needed for the API they use (Felt et al., 2011a) . This permission overdeclaration may be exploited by deputy attacks (Felt et al, 2011c , Grace et al., 2011 , or by malicious advertisements (Shekhar et al., 2012 ) that share the permissions of an application.
Our analysis shows that only technically and security savvy users tend to inspect these messages. This is also important, as smartphone devices are becoming more widespread and thus more users who are not security or technical savvy tend to use them. Moreover, the findings show that user security or privacy (e.g. protection from surveillance, unauthorized access to personal data) is not a criterion during app selection from the official repository. Only a few users consider security or privacy issues (3.5%). Finding 5: Users who occasionally inspect security messages or ignore them at all are more likely to disable encryption Finding 6: Users who always inspect security messages are more likely technically and security savvy users Finding 7: Users who ignore security messages are more likely to also ignore agreement messages Finding 8: Non-security savvy users are more likely not to inspect app's reputation Finding 9: Users with usefulness as app selection criterion tend to ignore app reviews and reputation Finding 10: Users who consider security or privacy issues during app selection are more likely security aware users Q3: Do smartphone users trust the app repository? Finding 1: Users believe that downloading apps from the repository is secure (approximately 3/4 users in each platform). Finding 2: Misconceptions were found regarding app testing in the repository Finding 2.1: Users were unaware if app testing takes place in the app repository (~half of the sample population) Finding 2.2: Users expected app testing in repositories that did not use it Finding 2.3: Users reported that app testing was not applied in 'walled gardened' repositories Finding 3: Users were found exposed to malicious applications: Finding 3.1: Users who trust app repository are more likely non security and IT savvy Finding 3.2: Unaware users of smartphone malware more likely trust the app repository Finding 3.3: Users who trust the repository tend to be unaware about smartphone secsoft and tend not use them Finding 4: Users who trust app repository are less likely to always inspect security messages Finding 5: Users with good IT skills more likely to trust app repository, regardless that they tend to be unaware whether app testing takes place in it Other findings: Finding 1: Users who store business data are more likely to store personal data Finding 2: Users unaware about smartphone malware are more likely to store personal data Finding 3: Users who store personal data are more likely to trust the app repository and occasionally inspect security messages Smartphone users were found exposed to several security and privacy threats, as the majority of the available security controls were disabled. Moreover, the results suggest that the res-pondents' technical skills tend to affect the adoption of security controls. In specific users were found to enable encryption, remote data wipe and remote device locator when they tend to be technically savvy. A similar correlation was not found with the use of device password lock. This is expected since this control is available in feature phones and users have been, in general, trained to use simple authentication mechanisms. Nonetheless, our results indicate that users who do not password protect their devices are more likely to be non-security savvy -a correlation which was not found in the other security controls.
Our results indicate that users tend to use the same device both for business and personal purposes. Therefore, the impact of unauthorized access to stored data is greater. Moreover, the majority of smartphone users did not install any third-party security software on their device. However, these users reported that they facilitate security software in their PCs. This denotes a clear asymmetry in the security awareness of users, between the PC and smartphone platform. Furthermore, a considerable number of users reported that smartphone security software is not essential. This attitude towards secsoft may stem from technological parameters, e.g. battery consumption, overall device performance (i.e. delays), false positives and/or cognitive limitations (i.e. unawareness of existing threats and available controls), and/or psychological parameters, i.e. the trust in the application market itself. However, smartphone security software adds an additional line of defence against malware and can protect non-security savvy users at least from the threat of non-sophisticated attackers (Mylonas et al., 2011a) .
Furthermore, the users' belief that applications deriving from the official repository are secure seems to be a severe vulnerability. This is so, as trust in the application repository is more likely to: (a) be encountered in users who are not technology and security savvy, and (b) increase the users' security complacency, as they are more likely not to scrutinize security messages and not use secsoft software. Moreover, this trust is not always justified by the availability of security controls in the app repository (e.g. app testing) or their effectiveness regarding the mitigation of malware. Hence, this user security complacency regarding trust in the app repository may be exploited by attackers who use the repository as a malware infection vector. The users who trust the application repository cannot be identified via software solutions (e.g. software agents, MDM). As such, we provide a prediction model that identifies them. The suggested model performs well enough, even if it is evaluated in a different sample than the one used for its design. As the latter sample includes smartphone users from the United Kingdom, this suggests that the proposed model is not affected by the demographics of the Greek sample. The prediction model can be used by an organization to identify users who have the above mentioned security complacency regarding the app repository and engage them in a relevant training awareness program. The prediction model is prone to Type I errors, which may cause frustration to a user who does not trust the app repository (e.g. she may be asked to undergo relevant security training). However, we argue that that a significant Type I error coupled with a negligible Type II error is a good security trade-off, as far as smartphone awareness is concerned.
For future work we plan to extend our analysis by comparing the smartphone security awareness in selected user subgroups of our sample. We also plan to further explore and compare the security awareness of users with different demographics. Regarding the assessment of the model we conducted the essential statistic tests, so as to ensure: (a) the model's statistical significance, (b) the model's goodness-of-fit, and (c) the minimum sample size requirement for logistic regression. Initially, we tested the null hypothesis that the dependent variable, denoting trust in the app repository, and the seven independent variables x i are unrelated, i.e. the selected predictors variables x i do not contribute to the prediction of the dependent variable TrustRep. We denote with p the probability that the null hypothesis is true and reject it if p<0.05. Table D .2 describes the results of these tests. We reject the null hypothesis (p<0.05), hence our model is statistically significant. The model has seven degrees of freedom, as each of its coefficients has one degree of freedom. Then the model was tested against the HosmerLemeshow goodness-of-fit test (Hosmer and Lemeshow, 2000) , so as to determine whether the model adequately 'fits', i.e. describes, the data. The significance level p in this test must be greater than 0.05, otherwise the model does not adequately fit the data.
Also, we checked the ability of the model's independent variables to explain the variance of the dependent variable (Nagelkerke, 1991) . For this test, the Nagelkerke R 2 value must be in the range [0, 1] . Table D .3 shows that the model was successfully tested against these two tests. Finally, Harrell et al. (1984) argue that for a valid logistic regression model at minimum the sample size must have 10 cases for each candidate predictor (variable) of the instrument. Our sample size meets this requirement, as there exist 36 candidate predictors (n=458, i.e. >10*36=360).
